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Three Critical Applications for 
Defense Contractors 

CUI Scanning for CMMC 
Scoping

CUI Migration for Compliant 
Environments

Ongoing CUI Spillage 
Prevention and Management



CUI Scanning for CMMC Scoping

Accurate CUI identification is critical—over-scoping inflates 
costs; under-scoping risks compliance failure and contract loss.

Properly scoped CMMC environments provide meaningful 
reductions in the cost of compliance, the cost of assessment, risk 
of audit failure, and risk of misrepresentation. 

Comprehensive CUI discovery answers the critical questions: 
How much CUI do I have? Where is it located? Who interacts with 
it?

The Business 
Challenge

The Teramis 
Solution

Business 
Impact



CUI Scanning for CMMC Scoping
Visualizing your CUI Footprint enables more informed decision making.



CUI Migration for Compliant Environments

Once CUI is identified, it still must be moved into Enclaves or 
other Designated Destinations for CUI. 

CUI existing in locations other than the stated Sources and 
Destinations of CUI (Control 3.1.3) invalidates the scope and 
risks Whistleblower and DOJ False Claims Act investigations.  

Reports needed information (file path, type, size, and confidence) 
to enable administrators to identify CUI where it isn’t supposed 
to be and keep it in its intended locations. 
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CUI Migration for Compliant Environments

Identify CUI

• Teramis generates 
CUI reports in .csv 
format, enabling 
system administrators 
to efficiently migrate 
CUI from non-
compliant 
environments to 
approved locations.

Copy CUI to 
Destination

• Basic PowerShell 
scripting or manual 
processes can be 
used for controlled 
relocation of CUI files 
into compliant 
environments.

Replace Source 
CUI with Tombstone

• Replacing removed 
files with a 
“tombstone” 
placeholder 
preserves user 
awareness, directing 
users to the approved 
location rather than 
silently removing the 
file.



Ongoing CUI Spillage Management 

CUI inevitably migrates beyond approved environments 
through normal business operations (like when your prime 
contractor or customer emails CUI to the wrong email).

Ongoing monitoring helps to detect CUI that was spilled into non-
compliant locations so that it can be remediated.

Proactive spillage management prevents compliance violations, 
reduces audit findings, and maintains continuous assurance of 
proper CUI handling across the enterprise.

An Operational
Reality
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Ongoing CUI Spillage Prevention 
and Management
Example Policy

Scan Frequency Storage Location 

Initial Discovery Scan then Monthly 
Spillage Scan 

Exchange Online 

Initial Discovery Scan then Quarterly 
Spillage Scan 

SharePoint 

Initial Discovery Scan then Quarterly 
Spillage Scan 
 

Network Storage 
Mapped Drives for 
Gov’t Projects 

Initial Discovery Scan then Annual Spillage 
Scan 
 

Network Storage 
Mapped Drives for 
Non-Gov’t Projects 

Sample CUI Spillage Management Plan 

• A CUI Spillage Management plan shall be 
established to identify any CUI located 
outside of the CUI Enclave. 

• Identified CUI found outside of the CUI 
Enclave shall be moved into the enclave 
within 30 days

• Scheduled scans based on likelihood of 
spillage or critical nature of information



Additional Use Cases

• When reporting 
breaches under 
252.204-7012, 
knowing whether or not 
CUI was in affected 
areas is required.

Incident Response 
Reporting

• Acquiring companies 
can understand the 
risk of noncompliance 
by verifying CUI is 
managed as 
presented.

M&A Due 
Diligence • Formal CUI spillage 

management plans 
help ensure supply 
chain partners limit 
liability and meet 
DFARS obligations.

Supply Chain 
Management



Teramis Delivers Superior ROI

Mathematical Precision at Scale: Up to 99.95% accuracy works to eliminate
resource drain of false positives and enables CUI management at enterprise scale.

Purpose-Built for Defense Industrial Base: Designed specifically for CUI detection 
and CMMC compliance requirements, not retrofitted like generic DLP tools.

Immediate Operational Impact: Accurate scoping eliminates wasteful spend in 
compliance - many clients recoup the costs of Teramis just through proper scoping.

Expert Partnership: Backed by cybersecurity professionals with extensive DIB 
experience and deep CMMC expertise, ensuring maximum value realization.



Teramis CUI Scanning Demonstration 

CUI


